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BOMGAR – Customer Experience
What is AESD-W?
The Army Enterprise Service Desk – Worldwide (AESD-W) is the central point of contact for Army IT service requests, issues or inquiries.  AESD-W is responsible for Tier 0/1 support within the Army portion of the DoD Information Network (DoDIN).  AESD-W uses BOMGAR remote desktop solution to perform remote desktop connection to end user workstations.
What is BOMGAR?
BOMGAR is a remote desktop application that provides the AESD-W agents with the ability to assist with troubleshooting.  It allows an agent to remote into a system to see what the user sees on the screen and allows the agent to use the mouse and keyboard functions as if they were at the desk with the customer.
What is the BOMGAR Button?
   
The BOMGAR Button is the orange icon on the desktop.  The end users must grant permission to the AESD-W agent to initiate a BOMGAR session.    

Below is a brief summary of what customers can expect to experience when utilizing BOMGAR to resolve their service requests.

Shared Desktop Session
During a call an agent may find it easier to assist an end user by establishing a remote desktop sharing session.  To establish the remote desktop sharing session the agent will instruct the end user to double click the BOMGAR button (Figure 1).
[image: ]
Figure 1

Once the BOMGAR button has been “double clicked” a session will begin to initialize (Figure 2).
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Figure 2
Once the end users computer has contacted the BOMGAR appliance, the end user will be prompted to enter a “Session Key.”  The agent will provide the “Session Key” to the end user (Figure 3).
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Figure 3
After entering in the “Session Key” and clicking the Next button, the connection between the end user’s computer and the agent’s computer will initialize.  After a few moments, the end user will be presented with a series of dialog boxes keeping the end user informed of the progress of the connection (Figures 4 and 5).
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Figure 4
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Figure 5
The next dialog box provides the end user with the option to either “Allow” or “Refuse” the remote sharing session (Figure 6).  At this point, the agent will suggest the end user select “Allow” to continue to establish the connection.
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Figure 6
After selecting “Allow”, the end user will be presented with a dialog box which informs them that the agent has the ability to view and share their computer.  During the entire session, the end user will also notice an icon of an IT professional in the upper right corner of the screen.   This provides visual confirmation of the established connection (Figure 7).
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Figure 7


Elevation of Rights
The BOMGAR remote elevation capability enables authorized agents to perform remote administrative tasks on end user workstations (i.e. uninstall/reinstall authorized AGM programs).  In such cases agents will request permission from end users to elevate their privileges to accomplish the task.  Upon end user verbal approval, the agent will begin the process of remote elevation.  Agents will inform end users when they must click “Yes” for the session to continue (Figure 8).
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Figure 8
At this point the shared session will restart allowing the agent to log in using their Alternate Smart Card Login (ASCL) Token / Admin Common Access Card (CAC) (Figure 9).
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Figure 9
Once the agent has successfully elevated their privileges they can perform the necessary steps to resolve end user service requests.
[bookmark: _GoBack]NOTE:  Agents will notify end users that the functionality of their mouse and keyboard will be inaccessible during the session.  The purpose of this is to ensure that the end user does not interfere with agent performing tasks in order to avoid errors while typing commands.  At any point the end user can regain control by pressing “Control-Alt-Delete” on their keyboard (which will lock the screen) (Figure 10).
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Figure 10

Once the agent has successfully resolved the issue he or she will return control of the computer to the end user (Figure 11).  
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Figure 11
The end user will now see a dialog box thanking them for utilizing BOMGAR (Figure 12).   
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Figure 12

After the end user selects “OK”, he or she will be prompted to take a brief survey (Figure 13).  
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Figure 13
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