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The Problem:

One problem in the past with the DoD PKI infrastructure was the inability to
recover Common Access Card (CAC) private encryption keys and certificates
that were either expired or revoked. This becomes necessary when a CAC is
lost and its certificates are revoked or when a CAC and the certificates it
contains simply expires and is surrendered to DEERS/RAPIDS before the
user’s encrypted emails have been decrypted.

An Auto Key Recovery capability has been fielded by DISA to permit holders of
new CACs to retrieve encryption keys/certificates from previous cards to
permit decryption of old email.
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The Solution:

Steps to Recover
Private Encryption Keys

The following slides identify steps to recover private
encryption keys, escrowed by DISA, from CACs that
do not have the “Auto Key Recovery” functionality.
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Or

This is the Automatic Key Recovery URL.

Note: The URL address shown above is case sensitive.

When you go to this link, you must identify yourself with PKI
credentials. Use ONLY your identity certificate!
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https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key

At this time open the URL

Or
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https://ara-1.c3pki.chamb.disa.mil/ara/Key
https://ara-2.c3pki.den.disa.mil/ara/Key

Choose Your
CAC ldentity Certlflcate

Choose a digital certificate

—Identification

"'-, The Web site wou want bo view requests
]

identification. Please choose a certificate,

Mame | Issuer
MCBLE . PHILIP.EUGE.., DD CLASS 3 EMAIL CA-S
Moble.Philip E.01206,.. DOD CLASS 3 CA-7
MOELE, PHILIP.ELIGE, .. JulelnEai:Anonc o ai
Moble,Philip E.01206,,. DOD CLASS 3 EMAIL CA-7

Maore Info... Wiew Certificate. ..

K Cancel

You will be prompted to identify yourself.
Highlight your Identification Certificate from your CAC. Select it by clicking “OK?”,
Note: Do NOT choose any that contain the word “EMAIL” from the Issuer column.
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Warning Banner

Cannot find server osoft Internet Explorer 101 x| 12 x|
Fle Edit Wiew Favorites Tools  Help | |',' i
E . - n _ =
J Backe e ) \ﬂ @ _,l\l | P ) Search \::( Favorites {f} ‘ =N ] QI 'ﬁ

Address I@j https:/jara-1.c3pki.chamb, disa. il arafkey j Go | Links **

DEFENSE INFORMATION SYSTEMS AGENCY

Automaled Key Recovery
[For Official Use Only |

Please Wait.
x

The Automated Key Eecovery Agent is gat : US Department of Defense Warning Statement: This is a Department of Defense
. ! computer system, This computer system, including all related equipment, netwaorks and
This process can tak network devices (specifically including Internet access), are provided only for authorized
: w T U. 5. Government use, DoD computer systems may be monibored For all lawful purposes,
Please do not hit the "Back” bu including to ensure that their use is authorized, for management of the system, to faciltate -
protection against unauthorized access, and ta verify security procedures, survivability
and operational security, Monitaring includes active attacks by authorized Dol entities ko
If the list does not appear within one minute, pleas: test or verify the security of this system, During monitaring, inFormation may be
examined, recorded, copied and used for authorized purposes, All information, including
personal information, placed on of sent over this system may be monitared, Use of this
DoD computer system, authorized or unauthorized, constitutes consent ko monitoring of
Log: this system. Unauthorized use may subject the user to criminal prosecution. Evidence
— af unautharized use collected during monitaring may be used For administrative,
criminal or adverse action, Use of this syskem constitutes consent ko monitaring for

these purposes,

[~

=
|IDD Items, 1 Unread

i start @ a8 Inbox - Microsoft Outlaok. | B The Automated Key Rec.., ”@ Cannot find server - ... é |§ J__QO 2 @! Q47 AM

Dismiss the warning by clicking “OK?”.
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Processing Your Request W

=1oix|
File Edit Wew Favortes Tools Help | 1’,'
€ EERA S B Iﬂ @ A | ) ssarch 5 ¢ Favorices @)‘ = _] 3
Addvess [{Z] Fttps:fara-1capki.chamb, disa miarajkey Sl s s »
-

Automaled Key Recovery
[For Official Use Only |

Please Wait.

The Automated Key Recovery Agent is gathering a list of Recoverable Eeys for you
This process can take up to one minute,
Please do not hit the "Back" button on vour browser toolbar

If the list does not appear within one minute, please click here

Logout

|

The Automated Key Recovery Agent will compile a list of Recoverable Keys.
Should recovery fail or if the key is unable to be downloaded automatically,
contact the Army Key Recovery Agent by sending a signed email to:

requesting recovery of your private email encryption
Key. Please Wait...
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mailto:army.ra@us.army.mil

Key Selection

/2 Auto Key Recovery - Recoverable Key List - Microsoft Internet Explorer =] 5]
File Edit “iew Favorites Tools Help ‘ —
Minimize

\_)Back - \J T d @ __:\l | /-) Search \f‘\'( Favoribes -{:‘3‘ <= »..If E _J ‘ﬁ

Address I@j https:fiara-1.c3pki chamb.disa.miljarafkeyvale=96287

| B |Links »

DEFENSE INFORMATION SYSTEMS AGENCY

Glob [h

Automated Key Recovery
[For Official Use Only |

The following Encryption Keys can be recovered:

Cormtnon Name

NOBLE PHILIP ETUGENE. 1184204718

Organization Affikation: US4

Not Before: 2002-04-29 00:00:00 GWT
ot After: 2005-04-28 00:00:00 Gh{T
Email philip. noblei@us. artny. il
Tasuer: DOD CLASS 3 EMATL CA-4
Serial # 0z05DCF3

Revocation Status: EEVOEED

Recover |

Cotntnon Name NOELE PHILIP EUGENE. 1184204718 Recaover |
Organization Affilation: TSA

Not Before: 2004-01-28 00:00:00 GMT

ot After: 2007-01-27 00:00:00 Gh{T

Email philip. noble@us. army. mil

Tasuer: DOD CLASS 3 EMATL CA-5

Serial # 0xz0DD9EE

Comtnon Name

NOBLE PHILIP EUGENE. 1184204718

Organization Affiiation: US4

ot Before: 2003-08-18 00:00:00 GhT
ot After: 2004-02-02 00:00:00 GT
Email philip noble@us. army. mil

Trmaas

TwiT T A TTRAATT b =

Recover |

-

Browse through the list and locate the appropriate key you want to

recover. When located, click the adjacent associated “Recover” button.
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Acknowledgement of
DoD Subscriber

Microsoft Internet Explorer x|

Py 1 acknowledge that I am the DoD subscriber for this escrowed key,
qﬂ_} I acknowledge the receipt of this recovered key,
Per DOD FORM 2842, I agree to use this key for authaorized purposes only,
ko prokect ik From use by okthers, and ko destray it when no longer needed.

.................................

K Cancel

Select “OK?”.
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Processing Request

a Auto Key Recovery - Recovering Key - Microsoft Internet Explorer - | Dlﬂ
File Edit VYiew Favorites Tools Help | ’,’
J Back - J ™ \j Ig _;ﬁ /.__j Search ‘*I}:n‘\'( Favorites e} | <| = L__f - _J ‘3
Address Ié:l https:ffara-1.c3pki.chamb. disa, milf arafkey?recoverkey=4 j Go | Links **
=l
Automaled Key Recovery
[For Official Use Only |
T
Please Wait.
The Automated Eey Eecovery Agent is recovering the key you selected.
This process can take up to two mmtes.
Please do not hut the 'Back' button on yvour browser toolbar.
IFthe results do not appear within tweo muntes, click here
Logout |
=

The Automated Key Recovery Agent is processing your request.
Please Wait...
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One-time PIN

Z} Auto Key Recovery - Recovered Key - Microsoft Internet Explorer =] 3]
J File Edit Wew Favorites Tools Help | ";'
\ N A 3 L. ’ . ¥
J (€} Back - J - Iﬂ Ig ‘ol | /- Search \:/\‘H Favatites {_‘3 = - - _I ﬂ
Jngdress I@ htps:fiara-1.c3pki. chamb, disa.milfarajKeyrvale=57466 j Go |JLinks > J -

DEFENSE INFORMATION SYSTEMS AGENCY
Global Net-Centric Solution: [heWarfighter'’s Edge
Automaied Key Recovery
[For Official Use Only |

The Automated Key Recovery Agent has recovered your key.

To retrieve vour key. select the following link:
DOWNLOAD
NOBLE.PHILIP.EUGENE.1184204718  0x01B42B5 __DOD _E_CA-
12

Following is the one-time password you will need to restore vour key.
Please write tt down since it will not be avalable agam.

9Gh2rk3Pazfird#X
Back to List

Logout | —

To restore your key to your Internet Explorer hbrowser, perform the following steps:

1) The Recovered Key will be automatically presented to your browser. You can choose to etther save the key to
your file system, or open it If vou choose to save it, vou can later import the key to your browser using the toolbar
‘Tools-=Internet Options', select the 'Content’ tab and 'Certificates’ button, and press Tmpott'. Then follow the
nstructions below.

2) In Wizard, select Mext, if opening from file Browse to the filename and Select Next.

3) Enter the password as displayed when vour recovered key was returned to vou and then Next.
4y Leave the 'Automatically Select the Certificate Store' selected, unless you have other needs

5) Press 'Fush', and vour key will appear in your browser keystore.

=l
[&] hetps: fara-1.c3pK.chamb. disa.milfarajKey MOBLE.PHILIP, EUGENE 1134204718 Dx0LB42B5_ DOD E_CA-12.p12 [T & @ rusedses
Also, you will find instructions for both Netscape and

Internet Explorer web browsers.
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Installing the Certificate

File Download X|

Do you want to open or zave this file?

Mame: ara_recovered kew.plz

Type: Personal Information Exchange, 2,34 KB
Fraom: ara-1.c3pki.chamb.disa, mil

Q p e n + »  Open Save

v flways ask before opening this twpe of file

harm your computer. | pou do nat st the source, do not open ar

@ “While files from the Intermet can be uzeful, some files can potentially
zave thiz fle. What's the nsk?

You will be given the opportunity to
install the certificate, click “Open”.
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Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revacation lists From vour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or ko establish secure nebwark
conneckions, & cerkificake skore is the system area where
certificates are kept,

To continue, click Mext,

< Back

Cancel |

Click “Next”.

ISEC: Excellence in Engineering




Installing the Certificate (Cont’d)
x|

File to Imporkt
Specify the File wou want ko import,

File name:

EBrowse, .. I

E —ha-12[1].

| ]

0164265

ILIP.ELIGEMNE. 1154204715

Moke: More than one certificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PECS #12 (.PFx, .F12)
Crwyptographic Message Swntax Standard- PECS #7 Certificates (. PFE)

Microsofk Serialized Certificate Store (.S5T)

= Back I Mexk = I Zancel I

Click “Next”.
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Certificate Import YWizard Kl

Password

Tao mainkain security, the private kew was protecked with a password.

Twpe the password For the private key.

Password:
I****************

I Mark this key as exportable. This will allow wou ko back up ar transpork wour
kews at a later time.

= Back. I Mexk = I Cancel I

Leave the check blocks unchecked, enter your Password, and click “Next”.
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Installing the Certificate (Cont’d) '

Certificate Import Wizard x|

Certificate Store

Certificate skores are syskem areas where certificates are kept,

Windows can automatically select a certificate store, or vou can specify a location for

% ‘automatically select the certificate skore based on the bype of certificate:

™ Place all certificates in the Following stare

Cerhificate store;

Browse, ., |

< Back I Bext > I Cancel |

Ensure that “Automatically select the certificate store based on the
type of certificate” is selected (as shown above) and click “Next”.
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Certificate Imporkt Wizard

Completing the Certificate Import
Wizard

Yo hawe successfully completed the Cerkificate Impart
wizard,

You have specified the Following settings:
Certificate Store Selected  Aukomatically determined by b

Conkent PFx
File Mame C\Documents and Settingsip
KN I 2

< Back I Finish I Cancel |
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|
| ‘l‘.‘

Cryptod Pl Private Fep

Securty level set to Medium Set Security Level. .
[BRTT cancel | Detais.
: 13 1)
Click “OK
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A %
N )| . Y
hes
R O0nFor

Click “OK”.
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If Medium Security is blocked and High Security is default, refer to:

Use gpedit.msc:
- Local computer policy

- Windows settings

- Security settings
- Local policies
- Security options

Temporarily set - System Cryptography: Force Strong Protection for User Keys Stored on

the Computer to User Input is Not Required When New Keys are Stored and Used

After the key is imported, change the setting to — User Must Enter a Password Each Time They
Use a Key
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http://blogs.technet.com/b/pki/archive/2009/06/17/what-is-a-strong-key-protection-in-windows.aspx

Verifying the Download

Internet Options ﬂil

General |5&curity| F'rivacyl Contentl Cnnnectiunsl F'ru:ugramsl .&dvancedl

—Home page
% You can change which page to use for your home page.

Address:

ze Current ze Detault Ize Blank

— Temparary [nternet files

<y Pages vou view an the Internet are stored in a special folder
& Y for quick viewing later.

Delete Cookies... |  Delete Files... Sethings...

—Histan

The Higtory folder containg links to pages you've visited, for
quick access to recently viewed pages.

Days to keep pages in histony: IE 3: Clear Hiztary |

Colars. .. | Fonts... | Languages... | Accgssihility...l

(1] 4 I Cancel | Apply |

You can verify the successful download of your recovered Private
Encryption Key by performing the following; Launch Internet
Explorer, select “Tools” from the menu, and then “Internet Options”.
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Veritying the Download (Cont’d)

Generall SEcurit_l,II Privacy Content | Eu:unneu:tiu:unsl F'ru:ugramsl .-’-'-.dvanu:edl

— Content Adwvizor
@' R atings help you control the Intermet content that can be

wiewed on this computer,
Settings... |
— Certificates

% Ilze certificates to pozitively identify yourself, certification
@l authorities, and publishers.

Clear 551 Statel Certificates. . | Publizhers... |

— Personal information |
. AutoComplete stores previous entries AutoComplete. . |
and sugaests matches for pou. =
icrozoft Prafile Asszistant stares pour by Profile... |
perzanal infarmation. =

> Certificates...

k. | Cancel | Spply |

Click the “Content” tab. Now, click “Certificates”.
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,\ Veritying the Download (Cont’d) 7

Intended purpose; I::F'.II:: j

Personal |Dther People I Inkermediake Certification Autharities I Trusted Roak Certificatior 4 I r I

Issued To | Issued By | Expiratio, ., | Friendly Mame |
NDblE.F‘hilip.E.DlED. o DOD CLASS 5 CA-F QI25 2006 Moble, Philip.E.01...
NDblE.F‘hilip.E.DlZD... DoD CLASS 3EMAIL ... 9252006 Moble, Philip.E.O1...
NDblE.F‘hilip.E.DlED... DoD CLASS 3EMAIL ... 9252006 Moble, Philip.E.O1...
I"-.IOBLE.PHILIF'.ELIG. . DOD CLASS 3 EMAIL ... 1/26)2007 Signature Certifi, .,
I"-.IOELE.PHILIF'.ELIG. . DOD CLASS 3 CA-S 1/26)2007 1D Certificake

MOELE.PHILIP.EUG,., DODCLASS 3 EMAIL ...  2/1)2004 CM=MOBLE.PHIL...
NOELE.F‘HILIP.ELIG... DoD CLASS 3EMAIL ... 1)26/2007  CN=MOELE.PHIL...

Impart. .. Expart. .. Remove Advanced. ..

Certificate intended purposes
<hll=

=]

e |

Close

Select the “Personal” tab and you will see a list of your currently registered
certificates, including the recovered new key certificate.
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Veritying the Download (Cont’d) '

|
”

General | Details | Certfication Path |

=
%- Certificate Information

This certificate has expired or is not yet valid.

Issued to: MWOBLE.PHILIP.EUGEME. 1184204718

Issued by: DOD CLASS 3 EMAIL CA-S

valid from 5/17/2003 to 2/1/2004

Issuer statement:

Double-click on the certificate and you can view the specifics of
your recovered key (or other current keys) as illustrated above.
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Success

Close the open window, you may now use the
recovered key to access your encrypted email.

Last Step: Delete the .P12 file

from your computer as this Is a

security vulnerability and will
be detected in a Q-tip Scan

Should recovery fail, contact the Army Key Recovery
Agent by sending a signed email to:

requesting recovery of your private email encryption key
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mailto:Netcom-9sc.registration.authority@mail.mil

Recovery Notification Example

A user has attempted to recover a key using the Automated Key
Recovery Agent. The ID Certificate used for Authentication was:
CN=NOBLE.PHILIP.EUGENE.1184204718,0U=USA,0U=PKI,0U=D
OD,0=U.S. GOVERNMENT,C=US, Serial: 0x0B5643, Issuer: DOD
CLASS 3 CA-5. The key that was recovered was:
CN=NOBLE.PHILIP.EUGENE.1184204718,0U=USA,0U=PKI,0U=D
OD,0=U.S. GOVERNMENT,C=US, Serial: 0x0C8747, Issuer: DOD
CLASS 3 EMAIL CA-3.

If you did not perform this operation, please contact your local key
recovery agent and ask that they check the logs for the key recovery at
Fri Jul 01 16:48:12 GMT 2005 with session ID 1.c3pki.chamb.disa.mil-
23f%3A42¢57335%3A68e46€9395fh9727.

You will receive an email from
PKI1_ChambersburgProcessingElement@csd.disa.mil with
a subject “ALERT! Key Recovery Attempt Using

Automated Key Recovery Agent” similar to the above

Recovery Notification example notifying you of your
recovery action.
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Y POC for Additional Information

Philip E. Noble

USAISEC

Information Assurance and Security
Engineering Directorate (IASED)

DSN 879-7608

CML 520-538-7608

FAX DSN 879-8709 CML 520-538-8709
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