DISA Exception Request
[bookmark: _GoBack]Exception type: 
CC/S/A/FA/PPS contact information: _______________________________
Sub Organization: __ ______________________
POC info
Full Name: ____ ___________________________
Phone Number: _______________________________
Email Address: _____ _______________
Organization requiring exception: ___ __________________

URL/IP(s) requiring exception* _____________________________

AIS requiring exception: 

Has this AIS been registered in the PPS Database:  

Application info
Description of Application: _ _______________________
Protocol: _____ __________________________
Port: (i.e. 80, 443, 1000 etc.): _______________________________
IP service: (i.e. HTTP, SSH, RDP): __ _____________________________
Assurance Category of request: _______________________________
Requested Duration of Exception:____ ___________________________

Source Information (DoD NIPRNet side)
IP address of Source: ____ ___________________________
Fully qualified Domain name (FQDN): _____ __________________________
IAVA complaint: Yes 
Operating System: ___ ____________________________

Destination Information (Internet Side)
IP Address of Destination: _______________________________
Fully qualified Domain name (FQDN): _______ _______________________
IAVA complaint: 
Operating System: _____ __________________________

Direction across the WCF/IAP:

Justification for exception: ___

Operational impact of exception: __

IP of the DNS Server that will be accessing this address: _______________________________

What is your strategy for protecting the GIG from the threat posed by this request? _________ 
Name of DAA

Has the DAA approved the request: 

Who is the CNDSP and have they been informed of this request? __ 
Has the CNDSP approved the request? 

RCIO Informed: 



USCYBERCOM Web Content Filtering (WCF) Exception Request
All sections need to be filled out before request is reviewed.
This request needs to be sent to your Combatant Command, Service, Agency or Field Activity CC/S/A/FA PPS representative for review and approval before sending to USCYBERCOM.  Per JTF-GNO CAM 09-066, a memorandum from the DAA, CIO, or GO/FO must accompany this request form.  
The requester shall ensure local web filtering is not responsible for preventing web access, the appropriate Designated Approving Authority (DAA) and computer network defense service provider have approved the request.  Once the above are met, the CC/S/A/FA PPS representative shall forward this completed request package to USCYBERCOM at exception_mgmt_team@cybercom.smil.mil or exception_mgmt_team@cybercom.mil. 
For questions as to who your CC/S/A/FA PPS Representative is, contact the DISA PPS Management Office at PPSM Phone: 703-882-2086, PPSM@disa.mil, or PPSM@disa.smil.mil.

	Date of request
	

	CC/S/A/FA (i.e. CENTCOM, Navy, DFAS, etc)
	

	CC/S/A/FA PPS contact information
	

	Sub Organization
	

	Point of Contact Information
	

	        Full Name
	

	        Phone Number  (DSN & Com)
	

	        E-mail Address
	

	        Organization requiring exception
	

	URL(s) requiring exception
	

	Direction across the WCF (Inbound, Outbound or both)
	Usually both.

	Justification for exception
	

	Operational impact of exception
	

	What is your strategy for protecting the GIG from the threat posed by this request?
	

	Name of DAA
	

	        Full Name
	

	        Phone Number  (DSN & Com)
	

	        E-mail Address
	

	Has the DAA approved the request? 
	Yes / No

	Has the Computer Network Defense Service Provider (CNDSP) been informed of the request?
	

	Has the CNDSP approved the request? 
	Yes / No




USCYBERCOM WCF Exception Request Guidance
Below is some general guidance for assisting people with filling out the Exception Request:
· An exception request is only necessary if you require connectivity outside the NIPRNET, i.e. to or from a commercial (.com) or government (.gov) organization.

· Filling out all the fields in detail will increase the implementation time of the request.

· USCYBERCOM typically releases ACL updates weekly on the first business day of the week. The ACL is then implemented the following day. In order to support the development and test of the ACL, exceptions should be received NLT 1200 EST the Wednesday prior to the requested ACL rollout. Some requests may take longer to process, therefore the implementation cycle may take NLT 14 days to implement.

· This request needs to be sent to your Combatant Command, Service, Agency or Field Activity CC/S/A/FA PPS representative for review and approval. The CC/S/A/FA will ensure the appropriate Designated Approving Authority (DAA) and computer network defense service provider has approved the request and then they will forward the request on to USCYBERCOM. For questions as to who your CC/S/A/FA PPS Representative is, contact the DISA PPS Management Office at PPSM Phone: 703-882-2086, PPSM@disa.mil, or PPSM@disa.smil.mil

	Date Submitted
	Date, self-explanatory

	CC/S/A/FA (i.e. CENTCOM, Navy, DFAS, etc) 
	The organization needs to be a DoD organization – If this is for a contractor site then we need the DoD sponsor, we need to receive it from the sponsor and the sponsors IA representatives at the end of the form need to be notified. 

	CC/S/A/FA PPS contact information
	The name of the person working this exception, as well as phone and email address.

	Sub Organization
	Organization impacted.

	Point of Contact Information
	If CYBERCOM needs to contact the office/person requesting the exception, whom do we contact?

	        Full Name
	Self-Explanatory

	        Phone Number  (DSN & Com)
	Self-Explanatory

	        E-mail Address
	Self-Explanatory

	        Organization requiring exception
	Self-Explanatory

	URL requiring exception
	This is the URL to which the requestor needs access.

	Direction across the WCF (Inbound, Outbound or both)
	Is the exception for required for traffic coming inbound from the Internet to the NIPRNET, outbound from the NIPRNET to the Internet or both.

	Justification for exception
	A full, detailed justification statement is required in order to justify the need of an exception and increase the implementation of the request.  This is WHY you require the exception.


	Operational impact of exception
	A full, detailed operation impact statement is required in order to justify the need of an exception and increase the implementation of the request.
Who is impacted (number of personnel, ranks, position, etc.)?
How are they impacted (impact to operations, administration, etc.)?
Geographical location of the personnel impact (where are they - CONUS, OCONUS, SWA, etc.)


	Name of DAA
	You should ask your network personnel to direct you to your DAA.

	        Full Name
	Self-Explanatory

	        Phone Number  (DSN & Com)
	Self-Explanatory

	        E-mail Address
	Self-Explanatory

	Has the DAA approved the request? 
	Yes / No

	Who is the Computer Network Defense Service Provider (CNDSP) and have they been informed of the request?
	Identify the CNDSP that computer network incidents are reported to.

	Has the CNDSP approved the request? 
	Yes / No




