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Implementation and Sustainment Processes

As of 29 April 2016

UNITED IN SERVICETO OUR NATION



UNCLASSIFIED

.

UNCLASSIFIED

Agenda
New Mission Partner Implementation Overview (Slides 3-5)

Preparation (Slides 6-17)

Ordering (Slides 18-22)

End User Configuration (Slides 23-25)

Device Provisioning an EULA (Slides 26-28)
Service Desk Roles and Responsibilities (Slides 30)
Ordering Do’s and Don’t (Slide 31)

Sustainment Use Cases (Slides 32-37)

Sustainment End User Recording Template Modification Examples
(Slide 38)
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New Mission Partner Process Overview
(Enterprise Baseline)

Interactions

Mission Partner (MP) Implementation Office / DISA Chief Financial
(Customer) DECC OKC / Tier 1 Executive (CFE)

. DECC OKC CAMs
MP has ActiveSync; PMO Eng. " .
’ IE33 CAM Config. AD & inform MP - .
devices, MP places M Approves Uzl sendsglog files that End Billing/ Reporting <
S . Storefront A creates X
paces order in Routing orders in DDSF sV file to Eng. Team; Usqrs are
Acess, | toreront | (WS | anduploads || gngsands || Eng-Team || configred: | [ rie 1 sustainment
PDC/ARO/ and uploads to DECC P 8- . Operations
X approvals DEPS OKC outcome for issues
AFO User List CAMs PINs; EULA I_
ey P — i —— P ———— S ——EE ——— b -
t(;]USt_Of‘Ledr hés Mission Partner ) User list has No issues with [ Tier 1 Training / ] I
authorized devices,
PDC, access to DISA s piroitelac a)] afj?(jarra(::;?ld Contf?geué;)'cion Access fo Spaces I
Direct, and Tier 1 that DI E{PPTEE Y, addresses such as incorrect Financial |
are |AT level 1 or end user email Mgmt (CFE) I
address |
|

Dependencies
MP Dependent (<1 Day T\MZ?_nggdse”t \ ~2 Business Days } DIN s P \ On-going }
I I | I Y I ' '

~2-7 Days ~2 Days Day 0
Request Fulfillment durations for existing Mission Partners is approximately 2-7 business days based on

a daily configuration schedule Monday-Friday, but is dependent on the Mission Partner approving orders
in DISA Direct and issuing PINs after end users are configured
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D_lSA\ On-boarding Process

« Mission Partner (MP) procures devices, and carrier service plans (if required)

« MP Tier | admins review Mobilelron (Core) Spaces training, and submits 2875s and
Spaces training review and copy of IAT cert for Mobility console/Spaces access

« MP obtains Program Designator Code (PDC) to fund Mobility Infrastructure Service

« MP obtains DISA Direct Authorized Requesting Official (ARO) role to access
Storefront, and has established routing

« MP create Telecommunications Requests (TRs) in DISA Direct Store Front (DDSF)
and uploads User List spreadsheet with key attributes (e.g., end users’ Enterprise
Email, device unique identifier, Customer Job Order Numbers [CJONs], POC to
notified when AD LDS configurations are complete)

« MP enables ActiveSync for user receiving device via DEPO by selecting the
“MOBILITY_ACTIVESYNC” under Mobile Service Class
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D_lSA\ On-boarding Process (Continued)

* DISA Mobility CAM Team provides final Storefront TR approval and uploads User
List to internal DEPS (SharePoint) for end user configuration in AD LDS for
Mobilelron

 DISA Mobility Engineering Team applies policies on the User List List_Values tab to
end user email addresses and submits to DMUC Tier Il, DECC OKC

« DISA DECC OKC implement end user configurations in the production environment

* DISA Mobility CAMs inform Mission Partner of successful/unsuccessful
configurations

« MP requests/issues PINs from their Tier 1 for successfully configured end users;
Correct any email addresses that were not found during configuration and resubmit
affected rows/end users only to the CAM Team (Disa.meade.ie.mbx.dod-mobility-
cam-team@mail.mil) for configuration resubmission

« MP’s Tier 1 issues Mobilelron PINs from Mobilelron console
« End User signs DMUC End User License Agreement (EULA) - maintained locally

« MP provisions device in accordance with DMUC device Setup guide (operating
systems dependent) from the Mobility User Corner (click on the appropriate device

to locate)
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Mission Partner (MP)
(Customer)

Implementation Office / DISA Chief Financial
DECC OKC /Tier 1 Executive (CFE)

ActiveSync; PMO Eng.
. J MP IE33 CAM Config. AD & inform MP - .
devices, MP places Storefront Approves cI::tr:s sends log files that End Billing/ Reporting <=
Spaces order in Routing orders in DDSF CSV file to Eng. Team; Users are
Access, Storefront Matrix T;lsi:llﬂlr?tatis and sends E::g I::;? C:;‘;'%gf:’; Tier 1 Sustainment
PDC/ARO/ and uploads to DECC p B- . Operations
i approvals DEPS OKC outcome for issues
AFO User List CAMs PINs; EULA I
Customer has ) User list has No issues with : ini ) |
. . At Tier 1 Training /
authorized devices, rl\].ﬂlssmn _P;r;nelz accurate end the AD [ Access to Spaces I
PDC, access to DISA a; provide al user email Configuration ’ |
Direct, and Tier 1 that order approvais Y, addresses such as incorrect Financial I
are IAT level 1 or end user email Mgmt. (CFE) I
\ higher address I
; _Dependencies ]
MP Dependent PIN is MP
MP Dependen l- }r ﬂ ~ -] -
p <1 Day 1.5 Davs 2 Business Days Dependem On-going

M

~2-7 Days ~2 Days Day 0
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Mobility User Corner - Getting Started

Preparation

Use Email Cert to Login Unless Dual Persona
https://disa.deps.mil/ext/cop/dod mobility/SitePages/UserCornerHome.aspx

« Select “Prospective & Onboarding DMUC Customers”

Download and review the DMUC Implementation Checklist, DDSF DMUC
Mobility Service Walkthrough and End User Recording Template

Libwrary Toals
Dacuments
Mew Upload i Edit LS Edit E-mail a
Document » Document - Falder rocument Discard Check Qut  Properties Properties % Delete Dooument Link
Mew ) Open & Check Qut Manage Share & 7]
3 B ; Typea Mame
&' Recycle Bin
DMUC S
. - 2 . = i o DISA DIRECT STOREFROR DMUC Maobility Sary walkthroua )
Prospective & Onboarding Prospective & Onboarding 2] &l Site Conbent o} DISA DIRECT STOREFRONT_DMUC Maobility Service Walkthrough_v2
Customers Customers o} oMUC authorized Device and Peripherals Memao
a DMUC End User Licensa Agraamant (EULA
ow to Order DMCC-S ) DMUC Implementation and Sustainment Process
_E_|'| End User Recording Template_ QCT2015
m_] READ FIRST__ DMUC Implementation Checkhst FY16 Bho
o =
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Mobilelron Spaces Access

 The Mobility Implementation goal is to have each Mission Partner stand up a
CC/S/A-wide Level 1 Mobility Service Desk — Tier | for Army is AESD only

 Mission Partner completes provided spreadsheet with System Admins and
submits to the Implementation Team for the DMUC Tier | Help Desk DEPS site,
which contains the Mobilelron Spaces Access documentation

 Mission Partner’s administrators leverage Mobilelron Spaces Access
documentation to obtain Out of Band (OOB) VPN and Mobilelron credentials to
manage their own devices

SA submits
2875, IAT Cert DECC OKC
Access System Training on and training SA submits creates and
in Li Account Access i
Admin .L/.st to . SOP 2 DD2E TS Service review 2875 to DECC sends Spaces
Mobility verification to MONT for OOB credentials to

. Portal Operations "
Implementation Permissions Templates Portal MObI!It.y Team SA
email in SOP

System Admins Download SA Review

(SA) given DMUC Spaces Spaces Tier |
Service

Submit Spaces
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Ordering Components

Preparation

Device*

* Purchased by
organization before entry
into DMUC Program

» List of currently approved
devices may be viewed in
the DMUC Device Memo

* Devices must be GFE and
can be purchased through
organizational contracting
office or another Blanket
Purchase Agreement
(BPA)

Carrier Service Plan*

Optional, Wi-Fi only
devices are approved for
use

Contracted by
organization before entry
into DMUC Program

Carrier agnostic

Carrier service plans
must be on a Government
contract and can be
coordinated through
organizational
contracting office or
another BPA

* Paid for by Mission Partners separate and apart from DWCF Service listed on

right

Mission Partners procure these before subscribing.....

UNCLASSIFIED
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DISA

Infrastructure Service

» Defense Capital Working
Fund service provided by
DISA

* Provides for Mobile Device
Management (MDM) and
Mobile Application Store
(MAS)

« DoD App Store provides a
secure app solution,
tailorable to organizational
needs

* FY16 cost is $7.54 per
month per device (includes
2.5 % DITCO fee)

....to this DWCF service
through DISA Direct.




D_lSA\ DMUC Infrastructure Service
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Device management through a Mobile Device Manager (MDM) —
Mobilelron

Access to DoD-controlled Mobile Application Store (MAS)

Access to secure DoD Enterprise Email (DEE), Calendar, Contacts,
Tasks, and Notes (i0S only)

Secure browser to access public-facing CAC-enabled (e.g., DEPS)
web sites

Tier 1 service desk training

Level 2 Tier 2 & 3 Service Desks

Dedicated Mobility Gateway

Official Billing Rate document (“DWCF Price Book”) is on DISA Direct:

https://www.disadirect.disa.mil/products/asp/BillingRates/FY16 DWCF
Rate Letter Draft Final.pdf
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D_lSA\ Purchasing Devices and Carrier Service

 Mission Partners purchase devices and carrier services based on their
existing procedures

« Army can use the NETCOM Next Generation:
— https://portal.netcom.army.mil/apps/wem/

WEM Portal Steps:

Create account

Submit requirements

Requirements go to all BPA vendors
Receive quotes in six (6) business days
Order devices and carrier service

akhwbE

« WO91RUS-11-A-0005 (Sprint) — Expires 31 July 2016*

« WO91RUS-11-A-0006 (Verizon) — Expires 31 July 2016*

« W91RUS-11-A-0007 (AT&T) — Expires 2 August 2016*

« W91RUS-11-A-0008 (T-Mobile) — Expires 2 August 2016*

*Before these expiration dates, a task order can be placed against the BPA for
up to a 12-month period of performance.
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D_lSA\ Purchasing Devices and Carrier Service (Continued)

 GSA offers Federal Strategic Sourcing Initiative (FSSI) Wireless BPA:
 http://'www.gsa.gov/portal/cateqgory/100931#contractors

— GSA Schedule 70:
— GS-35F-0119P (Verizon)
— GS-35F-0297K (AT&T)
— GS-35F-0329L (Sprint)
— GS-35F-0389Y (Vodafone)
— GSA FSSI BPAs* (Based on GSA IT Schedule 70 SIN 132-53):
— GSO00Q13NSA3000 (AT&T)
— GSO00Q13NSA3001 (Sprint)
— GSO00Q13NSA3002 (T-Mobile)
— GSO00Q13NSA3003 (Verizon)

« Task orders may not exceed more than 5 years beyond the term of the BPA.
Task order option periods, if included at initial issuance of the task order,
may be exercised after the expiration date of the BPA, but may not extend
beyond five (5) years after the expiration of the BPA.
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. Preparation

Receiving Devices

« Obtain IMEI, Serial number or Wi-Fi MAC Address from all devices
 Populate device info on the End User Recording Template

« Ensure all email addresses are complete and accurate — email addresses are
the most important component of the spreadsheet since the email address is
used to configure end users in Active Directory for Mobilelron

A
A

B

C

D

E

F

G

le VPP Email Address (i

H
ARMY - HQDA - USACRC

End User Last | End User First| End User | Entire E-mail Address (do not Mobile Device Make Mobile Device Device Information:
3 Name Name Rank/Grade leave off @mail.mil) CC/S/A Major Command & Unit applicable) and Model Carrier 0S Version | IMEL, Serial # or WiFi MAC
4 | Example 1 John SES john.p.doe8.civ@mail.mil JArmy HQDA - USACRC N/A Galaxy S5 Verizon 5.1 C0:8D:D1:34:00:00 ¥
5 | Example 2 Jane LTC Jane.z.doed.mil@mail.mil JArmy HQDA - USACRC Example VPP@mail.milj|iPad Air 1 Verizon 9.3.1 C0:8D:D1:40:7E:00

End User Info

Unit Info

Device Info

UNCLASSIFIED
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End User Recording Template List Values

The second worksheet/tab, titled “List_Values”, of the spreadsheet contains
the Mobilelron labels/policies applied to end users during the Active Directory
configuration process

User Lists missing these selections may be rejected by the CAM Team

A

Mission Partner Level 1

AF_AMC_ M
AF_ESD_M
AF_GSC_ESD_M
AF_ACC_M
AF_ANG ESD_M
ARMY_ESD_M
ARMY_ITA_M
CEMTCOM_ESD_M
DISA_C10 M
EITSD_ESD_M
ELICOM_ESD_IM
15_ESD_IW
NAVY_ESD_M

15 NORTHCOM_ESD M

15
17
15
12
20
21
22

PACOM_ESD_I
SOUTHCOM_ESD_M
STRATCOM_ESD_M
TRANSCOM_ESD_M
DARPA_ESD_M

DECA_ESD_M
DCAs_ESD M

— . @

B C M) E F G H 1
Cameara Policies
Air Mobility Command Dol Open P
Free-text field that contains
CC/S/A and MACOM (e.g.,

ARMY=AMC=M)

Missien Partner Device Configurations

Air Force Gener
Global Strika Co
Air Combat Cof

Ajr Mational Guarg
Army General - Includes AFRICOM and SOUTHCOM
Army Pentagon Only - Going Away

Central Command

Defanse Infermation Systems Agency
WHS/Enterprise Information Technology Services Directorate
Europe Command
Joint staff

Mawy General

End Users require correct
Tier | to be visible in Spaces

DoD_Open_P = Camera On
DISA_P = Camera Off

[ 1

Meorthern Command

Pacific Command

Southern Command

Strategic Command

Transpartation Command

Defense Advanced Research Projects Agency
Defanse Commissary Agency

Defanse Contract Audit Agency

Ll 'Walzes P = H |
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D_lSA\ Funding Mobility Infrastructure Service

« Mission Partners must have or obtain a Program Designator Code (PDC) to
order Mobility Infrastructure Service in DISA Direct

« The PDC is a 1-6 character code which is authorized by DISA/Chief Financial
Executive (CFE) relating to a Line of Accounting

« PDCs are used to outline payment for the product and/or service being
ordered

« PDC s hilled in arrears at the end of the month for the number of orders in
DISA Direct

« Army Mission Partners contact NETCOM G8 (Nancee R. Horn/Elizabeth A.
Ashworth) to obtain a PDC

 Other Mission Partners contact CFE to obtain a PDC (see the DMUC
Implementation Checklist in the Mobility User Corner under DMUC
Prospective & Onboarding Customers
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Obtaining DISA Direct Account

Creating a DISA Direct Account is still done in DISA Direct Order Entry

Open a web browser and go to https://www.disadirect.disa.mil

Click the “CREATE USERID” link under "Registration Center"
Complete the information as indicated on the page and click “SUBMIT”

[ SSEE——— |

Create Lsard
Travgelsie @ Trdlasing snd click Bubarii o sxishizh s oserid
W] Tyae Somtamer |
W] Apmnsy v
B Cegenizwas:
T prur Aparcprpanieenan in vl iisied pleass confect Ba D54 Direct Deam
W] RanaTEe w]

. i i enter
+ Create Userid |
« Reqistration
« Change User Info
= Central Address

Directory

W) Lt e Wi Frs W |

e

M| Feaaword

B Wiy Poeiee

Phigae Miamilir  (Erine M (a2 D Om i 1) sk | Maiians aisbed of Sodoas (i ciea

If you do not see your org/unit,

contact the DCCC Service Desk
1-844-DISA-HLP (347-2457), option 2
DSN: 312-850-0032, option 2
disa.dccc@mail.mil
disa.scott.conus.mbx.dccc@mail.smil.mil

1 hpgeha 0 Aoy 4] Sxobvasge 1) Promse () Estevaon (100

by vk P [

[ =

Fugp |
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s lner Soma
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[T st i Dnerrovbionnadl & i re-se (Tha s sl T uindng am APD FPO_ o 1RE Fipd Coils]

v UF Aoiearad; i @ S-dit Doy oo i vl v SrRsioneiE g o and ael.

Foaeriarss Ciay S dae Zip
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Obtaining a DISA Direct Role

« Selecting arole to submit Telecommunication Requests in DDSF
— Register CAC with DISA Direct
— Click the “LOG IN” link
— Click on the “REGISTRATION” link below "Registration Center"
— Click on “REQUEST NEW ROLE” under "Registration Options*
— Click on “REQUEST AUTHORIZED OFFICIAL ROLE(S)” under “General DISA Direct Roles”

— Click on “AUTHIRZED REQUESTING OFFICIAL (ARO)” under “Request Role” and click
“CONTINUE”

— Add comment, “Requesting ARO role to submit Mobility frders” and select “CONTINUE”

@, O _ O

= Registration Center n . .
¢ Log In e Log In . 9 Registration Options
« CAC Registration » CAC Registration : » Request New Role(s)
» CAC User Guide s CAC User Guide o Cetral Address * ACCOUNT INformaton -
s CAC FAQs » CAC FAQs Directory

Request Role . ] O

Salect Qe oF Mo roles

—

(SEMERAL DISA CIRECT ROLES

Aulllunza—d lel:.lumrlq Ollll..ldl (AP - DISA Only

Aurhunze-d Feeques ||'g Ofﬁclal (ARQ)
il U L

IT chmmrrn:m.s Rmﬂm‘mr {ITRR)

[ Cominue | Army approvers require a
UNCLASSIFIED UNITED IN SERVICETO OUR NATION jUStiﬁcation in the Comments box

L]
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I

I - -

| Mission Partner (MP) DISA Chief Financial
I (Customer) Executive (CFE)

l

MP has ActiveSync; PMO Eng. -C OK .
. J MP IE33 CAM Config. AD inform MP - .
devices, MP places Approves el sends log files that End Billing/ Reporting (
. Storefront . creates
Spaces order in Routin orders in DDSF csV file to Eng. Team; Use_rs are
Access, Storefront ng and uploads and sends Eng. Team configured; Tier 1 Sustainment
PDC/ARO/ and uploads Matrix psaGLIsEIO to DECC Lol e Operations
P . approvals DEPS OKC outcome for issues
AFO User List CAMs PINs; EULA I
Customer has ) User list has No issues with " = A I
- ’ e Tier 1 Training /
authorized devices, JUESIET P accurate end the AD [ fiErEss T3 Brpps I
PDC, access to DISA Tee[rrarhslEl user email Configuration ‘ |
Direct, and Tier 1 that LnlEanmeEE addresses such as incorrect e I
are IAT level 1 or end user email Mgmt. (CFE) I
I\ higher address :
 Dependencies ]
MP Dependent - PIN is MP -
MP Dependen l- }r ﬂ ~ } ( -] -
P <1 Day 2 Business Days Dependent) | ON-going

<1-5 Days
'8

~2-7 Days ~2 Days Day 0
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DlSA\ DISA Direct Store Front (DDSF) Order

« DDSF allows bulk orders/approvals up to 999 at a time

« DDSF DMUC Mobility Service Walkthrough guide is on the User
Corner under DMUC Onboarding Customers

Orderi

DISA Direct Storéfront
(DESE)

DMUC Mobilit;l_/‘gi:xi;e Walkthrough Contact DCCC Service Desk

— for Assistance with DDSF Orders:
DCCC Service Desk

1-844-DISA-HLP (347-2457), option 2
DSN: 312-850-0032, option 2
disa.dccc@mail.mil
disa.scott.conus.mbx.dccc@mail.smil.mil
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End User Recording (User List) Template

When you start the order in Storefront it will generated the Customer
Job Order Number (CJON)

Mission Partner adds the CJON to the spreadsheet and uploads it into
DDSF during the Telecommunications Request (TR) process

F G H 1 J
ARMY - HQDA - USACRC

Apple VPP Email Address (if
Major Command & Unit applicable)

HQDA - USACRC N/A
HQDA - USACRC Example VPP@mail.mi

SFDDMONYRXXXX Bus

Order POC.:S to be
notified of
configuration
outcome

Info

UNCLASSIFIED

UNITED IN SERVICETO OUR NATION




UNCLASSIFIED

Tracking DISA Direct Storefront Orders

» If you enabled email notifications in DISA Direct, you’ll get an
automated email after each approval

* You can also manually check the approval status:
— Find your order and select “Addressing and Routing”

page | rinerfciear Fo g

Type Action Diate Created Diate Modified - Actions

START 20 Jul 2015 11:58:20 29 Jul 2015 151700 Addressing and Routing | History | Manage Uses
uTc utc List | View
20 Jul 2015 11:55:02 29 Jul 2015 15:16:56 Addressing and Routing BHistory | Manage User

START -
uTC urc

START 28 Jul 2015 OT: 1745 29 Jul 2015 15:14:41 Addressing and Routing | History | Manage Lisar
uTcC uTc List | View

START 20 Jul 2015 12:44:20 29 Jul 2015 14:33:41 Addressing and Routing | History | Manage User
uTc uTtc List | View

— Expand “Routing” to see the approval status

Addressing and Roulting B

» Addressing

¢ Approval Office #1 - BASECOM - Wireless - Approved: Friday, June 12, 2015 12:42:43 PM

¢ Approval Office #2 - ARMY-AFO - Approved: Monday, June 15, 2015 11:29:04 AM

v Approval Office £3 - Mobilty PMO - Pending: Monday, June 15, 2015 10:29:04 AM
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Enabling ActiveSync

« If you do not know who your Entitlement Manager is you can do a search for
“DEPO” in the GAL and look for your MACOM to try to identify that person

« Send your Entitlement Manager end user email addresses and request
ActiveSync to be enabled at the time of DDSF submission

« Entitlement Manager updates Mobile Service Class in Defense Enterprise
Provisioning Online (DEPO) to allow DoD Enterprise Email to flow to the
mobile device once provisioned

[ 5 DTPO ARMY-HOTA SEM Exritloment Manegers - Window Intermes Exlere il AS) S

ENTITLEMENTS

P 205 mtd m e 0 Ol Omd S153 I edse €32 b G039 MOty Cutredi - ted sl @

DEPO ARMY-HQDA SEM Entitlement Managers Email
Email Service Class
b fembers |0 Name Journaling_[]
re
3 Mobile Service Class [NONE v] Select MOBILITY_ACTIVESYNC

Send Email Cross Domain [DISA_NIPR_XD_TextAttach V|

DEPS
DEPS [
' RMS

b Rights Management []

1% pdate Close
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Mission Partner (MP) Implementation Office / DISA Chief Financial
(Customer) DECC OKC /Tier 1 Executive (CFE)

MP has ActiveSync; PMO Eng. : . s
. J MP IE33 CAM Config. AD & inform MP - .
devices, MP places Storefront Approves el sends log files that End Billing/ Reporting 6
. : creates
Spaces order in Routin orders in DDSF csV file to Eng. Team; Users are
Access, Storefront . g and up_loads and sends Eng. Tear!l conflgyred; .
PDC/ARO/ and uploads Matrix psaGLIsEIO to DECC Lol e Operations
P . approvals DEPS OKC outcome for issues
AFO User List CAMs PINs; EULA I
Customer has ) User list has No issues with Tier 1 Training / | I
; . . g/
authorized devices, JUESIET P accurate end the AD [ fiErEss T3 Brpps I
PDC, access to DISA Tee[rrarhslEl user email Configuration ‘ |
Direct, and Tier 1 that LnlEanmeEE addresses such as incorrect e I
are IAT level 1 or end user email Mgmt. (CFE) I
I\ higher address :
 Dependencies ]
P Dependen l' }FAP Dependentﬂ N . } (PIN is MP-] .
P <1 Day 2 Business Days Dependent) | ON-going

<1-5 Days
Y Y Y Y

~2-7 Days ~2 Days Day 0
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End User Configuration Schedule

Mobility Customer Account Manager (CAM) is final approver of TR in
DDSF and submits End User Recording Template for end-user
configuration. Note: the DISA Direct approved message means that
your order has been funded and will be submitted for configuration
which can take 1 to 2 business days after DDSF order is approved by

DISA

1. CAM: Approve TRs and
upload spreadsheet

2. Eng. Team: Pull all lists

from across DoD and send
configurations (.csv file) to

DECC OKC by 1700 hours
EST

3. DECC OKC: Implement
end user configurations

4. Eng. Team: Receive
logs back from DECC
OKGC, verify logs, and post
for CAMs by 1700 hours
EST

5. CAM: Inform submitter of
end user configuration
outcome

6. Customer works with
their Tier | Service Desk to
obtain PINs (duration is
Tier | dependent)

UNCLASSIFIED

1. CAM: Approve TRs and
upload user spreadsheet

2. Eng. Team: Pull all lists

from across DoD and send
configurations (.csv file) to

DECC OKC by 1700 hours
EST

3. DECC OKC: Implement
end user configurations

4. Eng. Team: Receive
logs back from DECC
OKGC, verify logs, and post
for CAMs by 1700 hours
EST

UNITED IN SERVICETO OUR NATION

5. CAM: Inform submitter of
end user configuration
outcome

6. Customer works with
their Tier | Service Desk to
obtain PINs (duration is
Tier | dependent)




End User Configuration Schedule (Cont.)
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1. CAM: Approve TRs
and upload spreadsheet

2. Eng. Team: Pull all
lists from across DoD
and send configurations
(.csv file) to DECC OKC
by 1700 hours EST

3. DECC OKC:
Implement end user
configurations

4. Eng. Team: Receive
logs back from DECC
OKC, verify logs, and
post for CAMs by 1700
hours EST

5. CAM: Inform
submitter of end user
configuration outcome

6. Customer works with
their Tier | Service Desk
to obtain PINs (duration
is Tier | dependent)

5. CAM: Inform
submitter of end user
configuration outcome

6. Customer works with
their Tier | Service Desk
to obtain PINs (duration
is Tier | dependent)

1. CAM: Approve TRs
and upload spreadsheet

2. Eng. Team: Pull all
lists from across DoD
and send configurations
(.csv file) to DECC OKC
by 1700 hours EST

3. DECC OKC:
Implement end user
configurations

4. Eng. Team: Receive
logs back from DECC
OKC, verify logs, and
post for CAMs by 1700
hours EST
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3. DECC OKC:
Implement end user
configurations

4. Eng. Team: Receive
logs back from DECC
OKC, verify logs, and
post for CAMs by 1700
hours EST

5. CAM: Inform
submitter of end user
configuration outcome

6. Customer works with
their Tier | Service Desk
to obtain PINs (duration
is Tier | dependent)
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1. CAM: Approve TRs
and upload spreadsheet

2. Eng. Team: Pull all
lists from across DoD
and send configurations
(.csv file) to DECC OKC
by 1700 hours EST
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« Once the CAM Team informs you that your end
users are configured, you’ll need to request PINs
for the end users from the Army Enterprise Service
Desk (AESD)

1.

7.
8.

UNCLASSIFIED

Orgs (Army, SOUTHCOM, AFRICOM and certain others on Army
bases) Supported by AESD Only:

Go to https:/lesd-crm.csd.disa.mil/app/ask

2. Enter your name and email address
3.
4. Question: “DMUC New PIN Request [provide

Subject: “DMUC New PIN Request”

your org name]”

. Upload End User Recording Template you

uploaded into Storefront

. Select “Enterprise Mobility” and “New Device

Mobilelron PIN Request”
Select “OK”
Select “Continue” to submit ticket

 PINs issued for end users not configured in Active
Directory for Mobilelron are not viable

« AESD may require up to 48 hours to issue PINs
 PINs expire after 10 days/240 hours

UNCLASSIFIED

Submit a ticket to our support team.

First Name *

Doe

Last Name *

John

Email Address *
johin_doe. milgmail mil
Subject *

DMUC New PIN Request

Question *
DMUC Mew PIN Request for [provide your org name]

Attach Documents
|C:\Usars‘.EEBTE?‘IDDcumants'LMu:ubiliI:,"IS'tl' Browse. . |#*% Uploading...

Product

Enterprise Mobility
Senvice Reguest -
Mew Device Mobilelron PIN Request
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Device Provisioning

 Mission Partner’s local technical person or end user provisions device

* Navigate to the Mobility User Corner (use email cert):
https://disa.deps.mil/ext/cop/dod mobility/SitePages/UserCornerHome.aspx

 Click on any of the appropriate device type (iOS or Android)
« Download and follow the DMUC Android or iOS Device Setup guide, and EULA

Prospect nboarding

ios Android

Smart Phones Smart Phones
iPhone 45 Samsung Galary 54

iPhone 5/5C/55 Samsung Galaxy 55

iPhane 6/6 Plus Samsung Galaxy 56/56 Edge

iPhone 65/65 Plus

i0s Android
Tablets Tahlets
Pad 2/38 Samsung Note Pro 2.2
iPad Air/air2 Samsung Galzey Note 101
iPad Mini/Mini 2
Minl 3/Mini 4
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EULA Highlights

Obtain a signed DMUC EULA before an end user is given a
provisioned device(s) and is stored locally by the Mission Partner

EULA Highlights:

The Apple App Store is not blocked, but only whitelisted apps should be downloaded

Downloading 3rd party applications will result in the erasure of the Device memory
and applications

Bluetooth is permitted, but must use encryption

You are not authorized to connect the U.S. Government provided mobile device to any
computer/laptop

The Cisco AnyConnect VPN must always be enabled and used for all network
connections — only available to DISA personnel at this time

You must adhere to the password complexity policy when you provision the device
and this feature must remain enabled

Commercial Wi-Fi networking is allowed, if enabled; however, it must be a trusted Wi-
Fi network that uses WPA2 security — no open networks

UNITED IN SERVICETO OUR NATION
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Mission Partner (MP) DISA Chief Financial
(Customer) Executive (CFE)

_____________L 3
MP has ActiveSync; PMO Eng. : .
devi h— MP IE33 CAM Team Config. AD_& inform MP Billing/ Reporting
evices, places Approves sends log files that End
. Storefront . creates X
Spaces order in Routin orders in DDSF csV file to Eng. Team; Use_rs are
Access, Storefront ng and uploads and sends Eng. Team configured; Tier 1 Sustainment
PDC/ARO/ d upload Matrix User List to to DECC posts config. MP Tier | Operations
an upc.sa s approvals DEPS OKC outcome for issues
AFO User List CAMs PINs; EULA
Customer has ) User list has No issues with Tier 1 Training /) [
; . . g/
authorized devices, I FEE accurate end the AD [ fiErEss T3 Brpps I
PDC, access to DISA Tee[rrarhslEl user email Configuration ’ |
Direct, and Tier 1 that LnlEanmeEE addresses such as incorrect e I
are IAT level 1 or end user email Mgmt. (CFE) I
address
I . I
 Dependencies ]

e s ooy JPEE e~ (5] [ ovgans ]

~2-7 Days ~2 Days

UNCLASSIFIED UNITED IN SERVICETO OUR NATION



UNCLASSIFIED

Service Desk Roles and Responsibilities

 Mission Partner Level 1 Tier | Service Desk Spaces actions

— Device Management = Cancel Device Wipe for Android Devices
= View Dashboard = Add Device
= View Device = Add a Single Device
= View Device Details » Registration [PIN] Window
= Retire Device = Register Multiple Devices
= Other Device Actions » Sample .CSV File
= Force Device Check-in = Add Multiple Devices
» Check Compliance = Export to .CSV for [PINS] Recommended
= Lock Device Approach

= Unlock Device = Export to .CSV

= Unlock Behavior on Android

= Re-Provisioning Device — Privacy Control

= Android-Only Sub-Menu » VView dashboard

" {OS-Only Sub-Menu = View device

= Windows-Only Sub-Menu = View device details

= Wipe Device = VView apps in device details
= Cancel Wipe = Locate device

= Cancel Device Wipe for iOS Devices

« Level 1 Tier | escalates to Level 2 Tier Il (DECC OKC) for advanced
troubleshooting

 Level 2 Tier lll escalates to Level 2 Tier lll (Mobility PMO) as needed
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D_lSA\ Ordering Do’s and Don’ts

* You do NOT need to contact DISA for approval to implement DMUC

« As of 29 July 2015, End User Recording Template spreadsheets for new orders
in Storefront do not need to be submitted to the CAM Team group email

« Each End User Recording Template should only have one bulk order (CJON) in
Storefront since it gets uploaded into the system

* You cannot mix PDCs for one bulk order in Storefront — the system is not
designed to accept more than one PDC per bulk order

« Additional devices/user end users can be added to an existing CJON by doing
a "Change action" as long as the total of devices on spreadsheet is reflected in
the order subscription quantity. Highlight the rows in yellow for all
additions/changes to the spreadsheet
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D]SA\ Sustainment

UNCLASSIFIED

 Procedures for changing end users on a device:

1.
2.

© ®©® N

10.

UNCLASSIFIED

Ensure the Find my iPhone/iPad feature is turned off on Apple devices; wipe device

Mission Partner contacts their Level 1 Tier 1 with Spaces access and requests old
device/end user record be retired from the Mobilelron console

Mission Partner Level 1 Tier 1 administrator retires the device record

Mission Partner puts old end user in the Notes/Comments column (see example on
slide 38), adds new end user, highlight all the rows that have changes, and send the
entire spreadsheet for your order the DISA Mobility CAM Team
(Disa.meade.ie.mbx.dod-mobility-cam-team@mail.mil)

DISA CAM Team confirms CJON is still being billed in DISA Direct and submits new
only end user(s) for configuration

CAM Team notifies submitter that the new end user(s) have been reconfigured
Mission Partner request PIN from their Tier 1 Service Desk

Mission Partner Level 1 Tier 1issues PIN

End user signs DMUC EULA

Local technical support and/or end user provision the device
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mailto:Disa.meade.ie.mbx.dod-mobility-cam-team@mail.mil

D]SA\ Sustainment

UNCLASSIFIED

* Procedures in the event a device is lost or stolen:

1.
2.

8.
9.
10.
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End user determines that device is missing

End user or local tier contacts Tier 1 admin to see if device can be located using
Mobilelron Spaces (location services/GPS must have been enabled for Mobilelron
during provisioning and be enabled on the device)

If Mission Partner Level 1 Tier 1 administrator with Spaces access cannot locate
device, then send a wipe device command via Spaces

Mission Partner Level 1 Tier 1 retires old device/end user record from Spaces
End user or local tier contacts carrier to cancel or suspend service

If not replacing the device, ARO amends total order subscriptions in DDSF order -
process ends

If replacing the device, ARO puts old device information in the Notes/Comments
column of End User Recording Template, adds the new device information (see
example on slide 38), highlights all the rows that have changes, and sends the
entire spreadsheet for your order the DISA Mobility CAM Team
(Disa.meade.ie.mbx.dod-mobility-cam-team@mail.mil) - the end user is already

configured in AD LDS so PIN can immediately be issued
Mission Partner requests PIN from their Tier 1 Service Desk
Mission Partner Level 1 Tier 1 issues PIN

Local technical support and/or end user provision the device
UNITED IN SERVICETO OUR NATION



mailto:Disa.meade.ie.mbx.dod-mobility-cam-team@mail.mil

UNCLASSIFIED

D]SA\ Sustainment

 Procedures for upgrading or changing device for current end user when TR
exists in DISA Direct:

1. ARO puts old device information in the Notes/Comments column of End User
Recording Template, adds the new device information (see example on slide 38),
highlights all the rows that have changes, and sends the entire spreadsheet for your
order the DISA Mobility CAM Team (Disa.meade.ie.mbx.dod-mobility-cam-

team@mail.mil) - the end user is already configured in AD LDS so PIN can
immediately be issued

Mission Partner requests PIN from their Tier 1 Service Desk
Mission Partner Level 1 Tier 1issues PIN
Local technical support and/or end user provision the new device

Mission Partner contacts their Level 1 Tier 1 with Spaces access and requests the
old device/end user record be retired from Spaces

6. Mission Partner Level 1 Tier 1 administrator retires the device account from Spaces

a ks~ wnN
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D]SA\ Sustainment

 Procedures for discontinuing service for a single device:
1. Mission Partner’s Tier 1 Service Desk retires the device from Mobilelron

2. Mission Partner Discontinues entire DDSF order if a single subscription order, or
does a Change to reduce the number of subscriptions by one for a bulk order in
Storefront. If doing a Change, remove the device row from the End User Recording

Template spreadsheet and upload into DDSF
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D]SA\ Sustainment

 Procedures in the RARE event an end user falls out of Active Directory (this
happens when an email account is deprovisioned) and loses Mobilelron
functionality on their device:

1. Mission Partner contacts their Level 1 Tier 1 with Spaces access and requests the
old device/end user record be retired from Spaces

2. Mission Partner Level 1 Tier 1 administrator retires the old device/end user record
from Spaces

3. Mission Partner highlights the row with impacted end user and send to the entire
End User Recording Template to DISA CAM Team (Disa.meade.ie.mbx.dod-mobility-
cam-team@mail.mil)

4. DISA CAM Team confirms CJON and device information (IMEI, Serial Number or Wi-
Fi MAC Address) is still in a billing status and resubmits end user for configuration

CAM Team notifies submitter that the end user has been reconfigured
Mission Partner request PIN from their Tier 1 Service Desk

Mission Partner Level 1 Tier 1 issues new PIN

Local technical support and/or end user provision the new device

5.
6.
7.
8.
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1. Existing

Device, New
End User

2. Existing

Device, Existing

End User

3. Existing End
User, New
Device

UNCLASSIFIED

New end user needs
configured (never had
Mobility device)

New end user does
not need configured —
has/had Mobility
device

Order already
approved in DISA
Direct

Remove old end user
from spreadsheet, add
new end user (see
example on next slide)

Remove old end user
from spreadsheet, add
new end user (see
example on next slide)

No action in DDSF;
Update device info on
spreadsheet (see
example on next slide)
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Sustainment Scenarios
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Send sustainment
action to CAM Team;
End user is configured

(1-2 business days)

Send sustainment
action to CAM Team —
no order approval
needed; no
configuration needed

Send sustainment
action to DISA CAM
Team; no end user

configuration required

Tier | retires old end
user/device record;
Tier | issues PIN; New
End User Signs EULA

Tier | retires old end
user/device record;
Tier | issues PIN

Tier | retires any old
end user/device
record; Tier | issues
PIN
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Sustainment User List Modifications

 End User Recording Template modifications for changing out end
users on a current device

Notifications: Email addresses to receive end user
configuration outcomes from the DISA CAM Team
sacrc_helpdesk@mail.m

Jsacrc helpdesk@mail mil

End User
Rank/Grade

Entire E-mail Address (do not
leave off @mail.mil

R riv®d

End User Last | End User First

CC/S/A Notes/Comments

rusty.a.nail.mil@mail.mil

dOd End User: Jane.z.doed. mil@mail.mi

« End User Recording Template modifications when changing devices
for current end user

ARMY - HQDA - USACRC

Apple VPP Email Address (if| Mobile Device Make Mobile Device Device Information: Customer Job Order| Notifications: Email addresses to receive end user
Major Command & Unit applicable) and Model Carrier 0S Version | IMEL, Serial # or WiFi MAC PDC Nuumber (CJON) | configuration outcomes from the DISA CAM Team Notes/Comments |
HQDA - USACRC N/A S3 Merzon 81 CO-B0-D1 ’ﬁonm A12ABC SFDDMONYRXXXX |usacrc helpdesk@mail.m
HQDA - USACRC Example VPP@mail.mil fiPad Air 2 Verizon 931 DD:BD:D1:40:7E:22 IA12ABC SFDDMONYRXXXX |usacrc helpdesk@mail mil 0ld Device: iPad Air 1 C0:BD:D1:40:7E:00 |
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FOR OFFICIAL USE ONLY

.

Questions?

« Email Mobility Customer Account Manager (CAM) Team:
Disa.meade.ie.mbx.dod-mobility-cam-team@mail.mil

e CAM Team Commercial Number: 301-225-2390
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency
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